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All privacy incidents must be reported Remember to complete your Annual Never discuss PII in a public place
to your Privacy Officer or Supervisor Privacy and Information Security where others can hear, such as hallways
within one hour of discovery. Awareness Training. or elevators.
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Make sure emails containing PII Don’t toss it. Shred it. Check with your Records Management
or other sensitive information are Officer to confirm method of disposal
encrypted. for unneeded documents containing PII.
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Is there PII at your desk? Remember to
lock it up.
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Be vigilant. Most privacy incidents are
caused by human error.
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&> Lock this computer r

< Switch User

<> Log off

Remove your PIV card and lock your
screen when stepping away from your
computer.
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Obtain authorization from your
supervisor when taking information
home for teleworking.
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Never post PII or personal health
information on social media.
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Be prepared for an audit: Privacy
Officers conduct regular walkthroughs

to ensure employees safeguard PII.
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