
 
2015 VA Privacy Matters 

Symposium   
 

June 9, 2015  

Session 2:  
Privacy Awareness 



PRIVACY AND RECORDS MANAGEMENT  

Administrative Items 

• Do not use your computer microphone to participate in this meeting. Lync will 
be used only as a display.  Please dial in using the following information: 
 

– Phone number: 1-800-767-1750 
– Conference ID: 24081 

 

• Please mute your computer microphone and speakers. This will eliminate 
feedback on the line and make it easier for you and your colleagues to hear the 
presentation.  
 

• The presenters  will address questions at the end of the presentation.  For those 
online, please feel free to type your questions into the Lync Instant Messenger.    
 

• Send technical issues to VACOPrivacySpeakers@va.gov.    
 

mailto:VACOPrivacySpeakers@va.gov
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Moderator  

 
 
 

Dominique Banks 
Privacy Analyst and  
Policy Lead for VA Privacy Service 
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Kristen Lefevre 
Senior Privacy Specialist 

Office of the Chief Privacy Office 
U.S. Department of Education  

  
 

Chalmer Rennie 
Privacy Officer 

Veterans Benefits Administration  
U.S. Department of Veterans Affairs 

Dianna Carr 
Deputy Director 

National Protection and Programs Directorate 
U.S. Department of Homeland Security 

Guest Panelists 

Jeremy Maxwell, PhD 
IT Security Specialist 

Office of the National Coordinator for Health IT 
U.S. Department of Health & Human Services 
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Deputy Director 

National Protection and Programs Directorate 
U.S. Department of Homeland Security 
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Privacy Awareness Symposium 
Building Privacy Awareness 

Dianna Carr 
Deputy Director, Privacy 
Department of Homeland Security 
National Protection and Programs Directorate 
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What We Do… 
• DHS HQ Privacy Office 

– First statutorily required  privacy office in any federal agency  

– Sets DHS-wide policies 

• NPPD Office of Privacy 
– Plans and develops privacy compliance documentation 

– Develops privacy policies specific to NPPD mission 

– Provides guidance, training, and awareness 

– Ensures compliance with DHS Incident Handling policies                  
and procedures 
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Privacy Guidance 
• DHS HQ Privacy Office 

– DHS Handbook for Safeguarding Sensitive PII 

– Privacy Incident Handling Guidance  

 

 
 

 

 

 

 

 

– Privacy Tips for Contracting Officer 
Representatives 

– How to Incorporate the FIPPs into 
Correspondence and Task 
Management 

– Checklist for Safeguarding PII during 
Office Moves 

– SharePoint and Privacy Guidance 

 

 
 

 

• NPPD Office of Privacy 
– Privacy Incident Handling SOP 

– Safeguarding Sensitive PII 
Factsheet 

– Safeguarding PII While 
Teleworking Factsheet 

– Email Best Practices 

– Understanding Cookies Factsheet 

– Privacy Incident Reporting Cards  
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Privacy Training 
• DHS HQ Privacy Office 

– Privacy at DHS: Protecting Personal Information 

• NPPD Office of Privacy 
– Privacy 101 (receive collateral credit for annual mandatory training) 

– New Employee Orientation 

– Cybersecurity Information Handling 

– Privacy and Acquisitions 

– Social Media Requirements & Operational Use of Social Media Training 

– Other role-based training (e.g., field personnel, HR, etc.) 
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Privacy Awareness 
• DHS HQ Privacy Office 

– Annual Privacy Workshop 

• NPPD Office of Privacy 
– Privacy Week 

– Privacy and Technology Workshop 

– Quarterly Privacy Training Events 

– Privacy Update 

– Privacy Tips and Articles 
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Questions? 
Feel free to contact: 
dianna.carr@hq.dhs.gov  



PRIVACY AND RECORDS MANAGEMENT  

 

Chalmer Rennie 
Privacy Officer 

Veterans Benefits Administration  
U.S. Department of Veterans Affairs 

 

 



    Chalmer Rennie 
    VBA Privacy Officer 



VBA Privacy Awareness 
 

 User Error and Need for Security Awareness 
 

 Veteran Benefits Administration (VBA) knew the weakest element in 
our security were people. 
 

 That's probably the weakest part of any organization. You can have all 
the security protocols , massive email filtering, but stuff is still going to 
get through and criminals are still going jump on that. 
 

 User education can go a long way to keeping outsiders off the network, 
but it isn't a silver bullet. 
 

 In the past, prior to implementing the awareness program, VBA had to 
deal with various user error vulnerabilities . Those were mostly 
improper disclosure of Social Security Numbers and fraud due to 
disclosures. The need for an awareness program was made abundantly 
clear when a data set was improperly disclosed. 
 

 



VBA Privacy Awareness 
 

  User Error and Need for Security Awareness 
 

 VBA had to keep the materials basic, so that the information was easily 
understood and the technical aspects were obtainable to anyone, no 
matter their personal skill set. 
 

 Security awareness programs are only one piece of a larger security 
puzzle. By the time an improper disclosure is made,  security 
awareness has failed.  Now the weakest-link in the chain now has an 
active role in defense. 
 

 If the users are trained, or to use a stronger term, conditioned to 
prevent an improper disclosure, there is a greater chance veteran PII is 
protected.. 
 

 However, the main takeaway is that if the human element is educated 
and trained, or at least better prepared, then improper disclosures are 
dramatically minimized. 
 

 



VBA Privacy Awareness 
 VBA Developed Security Awareness and Metrics 
 Veteran’s Benefits Administration (VBA) developed long term training 

schedule for Privacy Awareness, it was important to measure the 
awareness program by utilizing metrics. The reason metrics were vital 
to our security awareness program is because VBA employees as whole 
needed to understand how the program has improved with security 
awareness and to measure change.  
 

 VBA measured the number of employees who complete/did not 
complete the security awareness training program. 

 



VBA Privacy Awareness 
 VBA Developed Security Awareness and Metrics   
 Test results of VBA employees for before and after training and VBA 

looks at which topics impacted security awareness, employee 
knowledge of policies, etc. 
 

 Finally, VBA measures the number of employees who fall victim to 
phishing scams, viruses, improper disclosures etc.  
 

 Having the metrics for the VBA security awareness program helps VBA 
focus in on the areas that needs improving.  
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Jeremy Maxwell, PhD 
IT Security Specialist 

Office of the National Coordinator for Health IT 
U.S. Department of Health & Human Services 

 

 



Privacy Matters Symposium: 
A Conversation in Privacy 

 
 

Jeremy Maxwell 
IT Security Specialist 
 

      



Privacy Awareness & 
Education 

 

Does it work? 
Is it enough? 



What Do All These Say? 
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Technology & Policy 

• Make it easy to preserve privacy; hard to 
endanger privacy 
 

• Traditional privacy skillset vs. security skillset 
 

• More human element needed in security, more 
technology needed in privacy 
 

• Usability is key 



Making Privacy Real for 
Individual Contributors 

• Contextual privacy 
 
 
• Post hoc vs. a priori 
 
 
• NIST draft privacy framework 

– Predictability, manageability, disassociability 
 



Privacy for Management 

• Make sure they understand your policy 
positions 

• Table top exercises of privacy events 
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Kristen Lefevre 
Senior Privacy Specialist 

Office of the Chief Privacy Officer 
U.S. Department of Education 
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Kristen Lefevre 
Senior Privacy Specialist 

Office of the Chief Privacy Office 
U.S. Department of Education  

  
 

Chalmer Rennie 
Privacy Officer 

Veterans Benefits Administration  
U.S. Department of Veterans Affairs 

Dianna Carr 
Deputy Director 

National Protection and Programs Directorate 
U.S. Department of Homeland Security 

Guest Panelists Q&A 

Jeremy Maxwell, PhD 
IT Security Specialist 

Office of the National Coordinator for Health IT 
U.S. Department of Health & Human Services 
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Questions 
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Thanks for Attending! 

• Thank you for attending the 2015 VA Privacy Service “Privacy Matters” 
Symposium. 
– We value your feedback, opinions and comments!   
– After this session, you will receive a short questionnaire via email. Please 

take a moment to complete upon receipt.                                                      
 

• To self-certify Lync Meeting attendance in the Talent Management System 
(TMS), search: 
– Item Title: VA Privacy Symposium 2015: Session II - Building Privacy 

Awareness (Live Webinar)    
– TMS ID:  VA 3941945 

 

• Visit the new VA Privacy Service website at http://www.oprm.va.gov to 
learn more about Privacy within VA.  

http://www.oprm.va.gov
http://www.oprm.va.gov
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