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Administrative Items 

• Do not use your computer microphone to participate in this meeting. Lync will 
be used only as a display.  Please dial in using the following information: 
 

– Phone number: 1-800-767-1750 
– Conference ID: 08388  

 

• Please mute your computer microphone and speakers. This will eliminate 
feedback on the line and make it easier for you and your colleagues to hear the 
presentation.  
 

• The presenters  will address questions at the end of the presentation.  For those 
online, please feel free to type your questions into the Lync Instant Messenger.    
 

• Send technical issues to VACOPrivacySpeakers@va.gov.    
 

mailto:VACOPrivacySpeakers@va.gov
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ALL YOU EVER WANTED 
TO KNOW AND THEN 
SOME! 

Appendix J Basics 
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Key Appendix J Outcomes 

• Structured set of privacy controls  that 
are based on Fair Information Practice 
Principles (FIPPs) 

• Tool to support managing organization 
privacy risk and compliance 

• Privacy built into entire lifecycle of 
personally identifiable information (PII) 
(paper or electronic) 

• Closer cooperation between privacy 
and security officials  

• Comprehensive source of privacy 
requirements 

 
 

 
 

27 

NIST Special Publication 800-53 (Rev 4), Security and Privacy Controls  
for Federal Information Systems and Organizations  

 



Familiar Territory 

•Privacy Act 
•E-Government Act 
•OMB Directives & Guidance 
•FISMA 
•Agency-specific statutes 

Fair Information 
Privacy Principles 
(FIPPS) 
• Authority and Purpose 
• Accountability, Audit, and Risk 

Management 
• Data Quality and Integrity 
• Data Minimization and Retention 
• Individual Participation and Redress 
• Security 
• Transparency 
• Use Limitation 

Best Practices 
•National Institute of Standards 

and Technology (NIST) 
•Federal CIO Council 
•Government Accountability 

Office (GAO) 
•Federal Agencies 
•Best Practices: Elements of a 

Federal Privacy Program 
•FEA-SPP 

APPENDIX J 

Legal Environment 

FIPPs and Controls may be unfamiliar territory to security staff, but 
should be familiar to privacy staff 

2
8 



DHS Privacy Impact Assessment –  
Based on FIPPs 
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1. Authorities and Other 
Requirements  

2. Characterization of the 
Information  

3. Uses of the Information  
4. Notice  
5. Data Retention by the 

project 
6. Information Sharing  
7. Redress  
8. Auditing and Accountability   



ID Privacy Controls 
AP Authority & Purpose 

AP-1 Authority to Collect 
AP-2 Purpose Specification 

AR Accountability, Audit, & Risk Management   
AR-1 Governance and Privacy Program   
AR-2 Privacy Impact and Risk Assessment 
AR-3 Privacy Requirements for Contractors and Service Providers 
AR-4 Privacy Monitoring and Auditing 
AR-5 Privacy Awareness and Training 
AR-6 Privacy Reporting 
AR-7 Privacy-Enhanced System Design and Development 
AR-8 Accounting of Disclosures 

DI Data Quality & Integrity 
DI-1 Data Quality 
DI-2 Data Integrity and Data Integrity Review Board 

DM Data Minimization 
DM-1 Minimization of Personally Identifiable Information 
DM-2 Data Retention and Disposal 
DM-3 Minimization of PII Used in Testing, Training, and Research 

IP Individual Participation and Redress 
IP-1 Consent 
IP-2 Individual Access 
IP-3 Redress 
IP-4 Complaint Management 

SE Security 
SE-1 Inventory of Personally Identifiable Information 
SE-2 Privacy Incident Response 

TR Transparency 
TR-1 Privacy Notice 
TR-2 System of Records Notice and Privacy Act Statements 
TR-3 Dissemination of Privacy Program Information 

UL Use Limitation 
UL-1 Internal Use 
UL-2 Information Sharing with Third Parties 

 

Privacy Controls Based on FIPPs 
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Privacy Controls = FIPPs 

FIPPs = Privacy Controls  



Why Do We Need Privacy Controls? 
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Understanding Controls 
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Supplemental 
Guidance 

Provides context and 
further instructions 

Assignment 
Organization-determined 

parameter for 
implementing control 

Resources 
Frequency 

Technique/Method 

References Sources for requirement 
elements 

Control 
Enhancement 

Best practice to be 
implemented at the 

organization's discretion 

Automation or other 
means 

DRAFT 



Types of Controls 

Common Controls 
Single implementation leveraged 
and used uniformly across the 
organization 

• AR-1 Governance and Privacy 
Program 
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Capturing the implementation approach in the Privacy Plan promotes 
uniform understanding and execution and increases compliance. 

Hybrid Controls 
Implementation is split 
between two or more 
elements of an organization 

• AR-5 Privacy Awareness and 
Training 

 

System Controls 
Implementation is unique to the 
specific system 

• May leverage a standard 
approach 

• AP-1 Authority to Collect 
 

 



Implementation Planning by SAOP 
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1 

Establish Organization Approach 
• Determine “common” controls 

• Set assignment parameters where 
applicable 

• Determine system/program controls 
• Document and Approve Plan 
• Disseminate and Educate 
• Implement “common” controls 

System/Program Implementation 
• Select and implement privacy 

controls based on organization’s 
privacy requirements and the need 
to protect PII 

• PTA 
• May coordinate privacy control 

selection and implementation with 
mission/business owners, CISO, CIO 

• Implement the optional control 
enhancements when there is a 
demonstrated need for additional 
protection 

• Document outcomes 
• PIA 
• SORN 

Assess Compliance 
• Develop Assessment Plan 

• 800-53A (under 
development) 

• Conduct Assessment 
• Are controls 

implemented? 
• Do the controls reduce 

risk as intended? 
• Remediate 

2 3 



Privacy Compliance Analysis Process 
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PTA 
• Is it privacy 

sensitive? 

PIA 
• Information 

collected 
about 
members of 
the public? 

SORN 
• Information 

retrieved by 
unique 
identifier? 

Privacy 
Controls 
(App. J) 

Appendix J Privacy 
Controls are 

reviewed LAST. 



When does Appendix J apply to me? 
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• Now    
• New systems:  

– Privacy Controls included as of April 
1, 2014 

• Legacy systems are moving or 
already have moved into 
compliance with NIST SP 800-
53 Rev. 4 . 



Implementation of Privacy Controls 

1. Update security policies to reflect new 
Appendix J controls and SAOP 
authority 

2. Determine which controls are 
Common, System/Program, and 
Hybrid 

3. Incorporate privacy controls into the 
security risk management framework 

4. Fit privacy controls into the 
Compliance process 

5. Include the Privacy Controls in the 
FISMA compliance tool 
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• Assessments of privacy controls can be conducted 
either by the Senior Agency Official for Privacy (SAOP) 
or Chief Privacy Officer (CPO) alone or jointly with 
…the information security office. (pg. J-4) 

NIST 800-53 Rev. 4 
Appendix J 

• SAOPs are responsible for the implementation of 
Appendix J.  

• SAOPs may consult with CISOs, but the authority for 
the selection/ assessment of privacy controls rests 
with SAOP.  

• SAOP makes determination which controls may be 
considered “common controls.”  

• SAOP approval required as a precondition for the 
issuance of an authority to operate.  

OMB M-14-04 (pg. 23-24) 

2014:  
New SAOP 
Authority in  

Security 
Authorization 

Process 



Risk Management Framework (RMF) 
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Security Life Cycle 

Determine security control effectiveness 
(i.e., controls implemented correctly, 

operating as intended, meeting security 
requirements for information system). 

ASSESS 
Security Controls 

Define criticality/sensitivity of 
information system according to 

potential worst-case, adverse impact 
to mission/business. 

CATEGORIZE 
Information System 

Starting Point 

 
 

Continuously track changes to the 
information system that may affect 

security controls and reassess control 
effectiveness. 

MONITOR 
Security Controls 

AUTHORIZE 
Information System 

Determine risk to organizational 
operations and assets, individuals, other 

organizations, and the Nation; 
if acceptable, authorize operation. 

Implement security controls within 
enterprise architecture using sound 

systems engineering practices; apply 
security configuration settings. 

IMPLEMENT 
Security Controls 

SELECT      
Security Controls 

Select baseline security controls; apply 
tailoring guidance and supplement 
controls as needed based on risk 

assessment. 



Using the RMF to assess Privacy Controls 
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Categorize 

Select 

Implement 

Assess 

Authorize 

Monitor 

Categorize: 
• ISSOs complete PTA 
• PTAs submitted to Privacy 

Office for review 
• Privacy Office makes 

determination whether 
system/program is privacy 
sensitive 



Using the RMF to assess Privacy Controls 
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Categorize 

Select 

Implement 

Assess 

Authorize 

Monitor 

Select: 
• Applicability of privacy 

controls  
• If NOT privacy sensitive: 

• Common Controls apply 
• If privacy sensitive: 

• ALL controls (common 
and system/program) 
apply) 



Using the RMF to assess Privacy Controls 
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Categorize 

Select 

Implement 

Assess 

Authorize 

Monitor 

Implement: 
• Example: 

• DI-1 data quality control – The 
organization confirms to the 
greatest extent practicable upon 
collection or creation of 
personally identifiable 
information (PII), the accuracy, 
relevance, timeliness, and 
completeness of that 
information. 

• Implementation requirement – 
PIA section 2.4 



Using the RMF to assess Privacy Controls 
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Categorize 

Select 

Implement 

Assess 

Authorize 

Monitor 

Assess: 
• Has the system/program completed 

the Implementation Language 
• Privacy analysts will assess each 

control based on the privacy 
compliance documentation already 
submitted 

• A complete PIA and SORN will 
satisfy almost all of the 
system/program controls 



Tricky controls 

• Most controls are met by a 
complete PIA/SORN 

• However, three are not captured in 
most PIAs: 
– AR-3: Contracts 
– AR-5: Certification of Training 
– AR-8: Accounting of Disclosures 

• Reach out to Privacy Officer for 
answers to these controls if not 
identifiable from compliance 
documents 
 

44 



Using the RMF to assess Privacy Controls 
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Categorize 

Select 

Implement 

Assess 

Authorize 

Monitor 
Authorize: 
• System must have affirmative 

SAOP assessment of privacy 
controls before asking for 
Authorization to Operation 
(ATO) 



Adjudicating Controls 

• Who adjudicates the privacy controls for 
your systems?  Your Privacy Office! 

 
• PIA and/or SORN required? 

– PIA and/or SORN completed? 
– All controls should pass. 

 
– PIA and/or SORN NOT completed? 
– All controls should FAIL. 
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POA&Ms and Waivers 

• What if your system needs an ATO but hasn’t met 
the Appendix J requirements? 
 

• Plan ahead  
 

• Cannot waive legal requirements 
– PIA and SORN are both legally required by Privacy Act and E-

Government Act 
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Bottom Line for ISSOs 

• Privacy Office has the sole authority 
for assessing and adjudicating 
privacy controls. 
 

• Privacy Office selects, implements, 
and assesses ALL privacy controls. 
– Privacy Plans document  analyst 

selections/notes 

 
• No ATO unless privacy controls are 

complete. 
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New challenges… 

• POA&Ms and Waivers 
• Metrics 
• Appendix J controls apply 

beyond FISMA reportable 
systems 

• Ongoing authorization 
• Shared services 
• New technologies (Agile, etc.) 

49 



Privacy and Security Success Story 

• Improved coordination and 
communication between 
CISO and SAOP 

 
• Privacy embedded in Risk 

Management Process 
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jonathan.cantor@hq.dhs.gov  
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Thanks for Attending! 

• Thank you for attending the 2015 VA Privacy Service “Privacy Matters” 
Symposium. 
– We value your feedback, opinions and comments!   
– After this session, you will receive a short questionnaire via email. Please 

take a moment to complete upon receipt.                                                      
 

• To self-certify Lync Meeting attendance in the Talent Management System 
(TMS), search: 
– Item Title: VA Privacy Symposium 2015: Session I - Understanding NIST 800- 

53 Rev 4, Appendix J Privacy Control Cat    
– TMS ID:  VA 3941837 

 

• Visit the new VA Privacy Service website at http://www.oprm.va.gov to learn 
more about Privacy within VA.  

http://www.oprm.va.gov
http://www.oprm.va.gov
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