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Administrative Items

* Do not use your computer microphone to participate in this meeting. Lync will
be used only as a display. Please dial in using the following information:

— Phone number: 1-800-767-1750
— Conference ID: 08388

e Please mute your computer microphone and speakers. This will eliminate
feedback on the line and make it easier for you and your colleagues to hear the
presentation.

* The presenters will address questions at the end of the presentation. For those
online, please feel free to type your questions into the Lync Instant Messenger.

e Send technical issues to VACOPrivacySpeakers@va.gov.
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So, what should privacy heads at government agencies do now?
What's the first order of business in complying with the new 800-
537 Will there be a scramble?

Essentially, this is a great time to do a gap analysis,
said NIST’s Ross.

“That’s exactly what | would do,” he said.

“Go look at what’s in Appendix J and then do a gap
analysis to see if they’re missing anything or if they
need to change anything that they’re already doing.

And then they’ll look at those things routinely after

that.”
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Control Control Policy includes:| Policy Citation L If Partial:

¢ Fami Control Name DESCRIPTION - “The organization... YN or Partial? | (IfY or Partial, Note what is needed
amily Name Number citation]? | for fullinclusion:

1 : i Determines and documents the legal authority that permits the collection, use,

MP o Au::h;g:tm AP-1 | mainenance, and sharing of personally identifiable information (PIl), either generally
or in support of a specific program or information sysiem need.

2 | Authority & Purpose AP2 Describes the purpose(s) for which personally idenfifiable information (PIl) is

Purpose | Specification collected, used, maintained, and shared in its privacy notices.
3 Appoints a Senior Agency official for Privacy (SAOP)/Chief Privacy officer (CPO)
Accountability, 3 8 accountable for developing, implementing, and maintaining an organization-wide
Audit, & Risk Pﬁ::ern;rncemm AR-1 a. | govemance and privacy program fo ensure compliance with all applicable laws and
Management e regulations regarding the collection, use, maintenance, sharing, and disposal of
personally idenfifiable information (Pll) by programs and information systems:

4 |Accountability, o o000 g Monitors federal privacy laws and policy for changes that affect the privacy program;
ﬁ:::;:;: Privacy Program ARAD.

§ |Rccountability.) @ crnanes g Allocates [Assignment: organization-defined allocation of budget and staffing]

::dn:' ;ﬁ;’f‘: Privacy Program AR-1 c. | sufficient resources to implement and operate the organization-wide privacy program;

6 |Accountability, o o ocg Develops a stralegic organizational privacy pian for implementing applicable privacy
:1:::' ;'m Privacy Program AR-1d. | controls, policies, and procedures;

T |Accountability, Govamance d Develops, disseminates, and implements operational privacy policies and procedures
Audit, & Risk Prhic Prosic AR-1 e. | that govem the appropriate pvacy and security controls for programs, information
Management | ©T1VacY 109 systems, or technologies involving PIl; and

8 |Accountability,| o, .rnanes & Updates prvacy plan, policies, and procedures [Assignment: organization-defined
:;:dn:. ;,::: Privacy Program AR-11. | frequency, at least biennially]

9 | Accountability, T Documents and implemens a privacy nsk management process that assesses
Aucit, 8 Ris | 0. AL u‘;mt AR-2 a. | privacy risk to individuals resuting from the collection, sharing, storing, transmiting,
Management use, and disposal of personally identifiable information (P1I): and

10 |Aecountability, pe o 1m0t & Conducts Privacy Impact Assessments (PIAs) for information systems, programs, or
Aucit, 8 Ris | oo AL m';mt AR-2 b | ofher actities that pose a privacy risk in accordance with applicable faw, OMB policy,
Management or any existing organizational policies and procedures.

1 Accourbabil Privacy Establishes privacy roles, responsibilities, and access requirements for contractors
ﬁ:;f' e . |Requirements For and senvice providers; and

it, & Risk  bkirheion & AR3a.
Nanagement | orvice Providers

Chris Brannigan, CIPP/US, CIPP/G Privacy Officer US Office of Personnel Management (OPM) christopher.brannigan@opm.gov chrisbrannigan@hotmail.com
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Control Control . - Poc cludes Polcy Caton | WParal
# Family Name Control Name Mo DESCRIPTION - “The organization... YN/ or Partial? | (If :’ “:I E:r}t_;al. H?:: ;I:;: m:ed
12 Accountabily, . !’nmy Includes privacy requirements in contracts and other acquisition-related documents.
Audit, & Risk | cauirements Fori o 5
Contractors & !
Management b :
Service Providers
13 |Accountability,|  Privacy Monitors and audits privacy controls and internal privacy policy [Assignment:
Audit, &Risk | Monitoring& | AR-4 | organization-defined frequency] to ensure effective implementation.
Management | Auditing
14 |Accountability,|  Privacy Develops, implements, & updates a comprehensive training and awareness strafegy
Audit, & Risk | Awareness & | AR-5 a. | amed at ensuring that personnel understand privacy responsibilities and procedures;
Management |  Training
15 o : Administers basic privacy traming [Assignment: organization-defined frequency, at
ﬁ‘;::’i";a::s? hw:?::::a & | AR5 least annually) and targeted, role-based privacy traming for personnel having
Management | Training " | responsibility for personally identifiable information (PIl) or for activities that involve
Pll [Assignment organization-defined frequency, at least annually; and
16 | Accountability,|  Privacy Ensures that personnel certify (manually or electronically) acceptance of
Audit, &Risk | Awareness & | AR-5 ¢. | responsibiliies for privacy requirements [Assignment: organization-defined frequency,
Management |  Training at least annually]
17 Develops, disseminates, and updates reports to the office of Management and
Accountability, Budget (OMB), Congress, and other oversight bodies, as appropriate, to demonstrate
Audit, & Risk [Privacy Reportingl AR-6 | accountability with specific statutory and regulatory privacy program mandates, and to
Management senior management and other personne! with responsility for monitoring privacy
program progress and compliance.
18 | Accountability, PPrivacy-Enhanced Designs information systems to support privacy by automating privacy controls.
Audit, &Risk | System Design &| AR-7
Management | Development
19 |Accountability, Accounting of Keeps an accurate accounting of disclosures of information held in each system of
ﬁ:ﬂgmﬁ e AR-8 a. | records under its control, including:
20 |Accountability. 5 .o nting of Retains the accounting of disclosures for the life of the record or five years after the
Audit, 8Risk |~ osures | AR-8 D | disclosure is made, whichever is longer, and
Management
21 [Accountability, ; i I flabl i
a Ri:: Acpountmg of i r:;es r;;ﬁei?@umm of disclosures available fo the person named in the record
Management Disclosures
2 Data Qualty & Confirms to the greatest extent practicable upon collection or creation of personally
integrty Data Quality | DI-1a. | identifiable information (PII), the accuracy, relevance, imeliness, and completeness

of that information;
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Control Control Policy includes:| Policy Citation L If Partial:
-l P Control Name DESCRIPTION - “The organization... VNI or Partial? | (IfY or Partial, Note what is needed
Family Name Number aaion)? | for fullinchusien:
P4 Daa;l:ﬂr:?& Data Qualty | DI b, Collects Pl directly from the individual to the greatest extent practicable:
24 | Data Quality & Data Qualty | DI ¢ Checks for, and corrects as necessary, any inaccurate or outdated Pll used by its
Integrity " | programs or systems [Assignment: organization-defined frequency]. and
25 | Data Quality & Data Quality | DI d Issues guidelines ensuring and maximizing the quality, ufility, objectivity, and integrity
Integrity | of disseminated information.
% Data Quality 8 Data Inteqrity & Documents processes to ensure the integrity of personally identifiable information
Infegrity Data Integrity | DI-2 | (Pll) through existing Security controls; and
Board
2z Data Ouality & Data Integrity & Establishes a Data Integrity Board when appropriate to oversee organizational
mgﬁ;y Data Integrity | DI-2 | Computer Matching Agreements|1] and fo ensure that those agreements comply with
Board the computer matching provisions of the Privacy Act
28 Dala Minimization of Identifies the minimum personally identifiable information (Pl) elements that are
Minimizati Personally relevant and necessary to accomplish the legally authonzed purpose of collection;
inmzaon | | entfiable | M1 %
Retenti
o Information
i) S Minimization of Limits the mlleqh'on and retenﬁm of Pll to the milnimulm elements id_enﬁﬁed for the
Miniization & Pera?nally DM b, | PUPOSES described in the notice & for which the individual has provided consent; and
Rakeniiens Identifiable
Information
£l Minimization of Conducts an initial evaluation of Pll holdings and establishes and follows a schedule
Data Personally for reqularly reviewing those holdings [Assignment: organization-defined frequency, at
Minimization & \dentifiab! DM-1 ¢. | least annually] to ensure that only Pll identified in the notice is collected and refained,
Retention I ke and that the PIl continues fo be necessary to accomplish the legally authorized
nformation pUDOSE
M Data Data Retention Retains each collection of personally identifiable information (P1l) for [Assignment
Minimization & : DM-2 a. | organization-defined time period] to fulfll the purpose(s) identified in the notice or as
Retention | & Disposal required by law;
2| Data Data Retention Disposes of, destroys, erases, andlor anonymizes the PIl, regardless of the method
Minimization & T DM-2 b. | of storage, in accordance with a NARA-approved record retention schedule and in a
Retention P manner that prevents loss, theft misuse, or unauthorized access; and
3 Data Data Retention Uses [Assignment: organization-defined fechniques or methods] fo ensure secure
Minimization & & Disposal DM-2 . | deletion or destruction of PIl (including originals, copies, and archived records).
Retention P

Chris Brannigan, CIPP/US, CIPP/G Privacy Officer US Office of Personnel Management (OPM) christopher.brannigan@opm.gov chrisbrannigan@hotmail.com
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;| Contl Control ) o [Policy indur:le;: Policy Ctaion k i Parta,
Family Name Control Name Nl DESCRIPTION = “The organization... Y/ or Patal?| Y or Partial, Note whtis needed
citation)? | for full inclusion:
L Data Minimization of PII Develops policies and procedures that minimize the use of personally identifiable
Minimization & Uaer I_n Teshng, D3 information (P1I) for testing, training, and research; and
Retention raining, &
Research
3 Minimization of PII Implements controls to protect Pl used for testing, training, and research.
Data e n Testing
Minimization & o "I DM-3
Rebsefion Training, &
Research
3 [ Individual Provides means, where feasible and appropniate, for individuals to authonze the
Participation & Consent IP-1a. | collection, use, maintaining, and sharing of personally identifiable information (PIl)
Redress prior to its collection:
[ Individual Provides appropriate means for individuals fo understand the consequences of
Participation&|  Consent IP-1b. | decisions to approve or decline the authorization of the collection, use, dissemination,
Redress and retention of PlI;
38 [ Individual Obtains consent, where feasible and appropriate, from individuals prior to any new
Parg:idpaﬁnn & Consent | IP-1c. | uses ordisclosure of previously collected PIl; and
ress
3| Individual Ensures that individuals are aware of and, where feasible, consent to all uses of PIl
Participation&|  Consent IP-1d. | notinitially described in the public notice that was in effect at the time the organization
Redress collected the PII
40| Individual Provides individuals the ability to have access to their personally identifiable
Pargilpaliw & Individual Access| IP-2a. | information (PII) maintained in its system(s) of records;
ress
41 Individual Publishes rules and regulations goveming how individuals may request access to
P-'tr;:idpaﬁﬂﬂ & Individual Access| IP-2b. | records maintained in a Privacy Act system of records;
ress
4| Individual Publishes access procedures in System of Records Notices (SORNS); and
Participation & |Individual Access| IP-2c.
Redress
4| Individual Adheres to Privacy Act requirements and OMB policies and quidance for the proper
PartR':idpatinﬂ & Individual Access| IP-2d. | processing of Privacy Act requests.
ress
4 Individual Provides a process for individuals fo have inaccurate personally ideniifiable
Participation&|  Redress IP-3a. | information (Pll) maintained by the organization corrected or amended, as
Redress appropriate: and

Chris Brannigan, CIPP/US, CIPP/G Privacy Officer US Office of Personnel Management (OPM) christopher.brannigan@opm.gov chrisbrannigan@hotmail.com
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# ] M| Control Name | MO DESCRIPTION - “The rganization NPt WY P, e v
Family Name Number citation)? | for ullinclusion:
4 individual Establishes a process for disseminating corrections or amendments of the Pll to other
Bartic m:ﬂ sl IP3b auﬂ1_onzed users of ﬂje PII, suu:h as exiemal |_:11_‘um1abm-sha;|ng partners and, where
Pt " | feasible and appropriate, notifies affected individuals that their information has been
correcled or amended.
4 | Individual Complaint Implements a process for receiving and responding to complaints, concems, or
PWR:'dP::“ . gement IP-4 | questions from individuals about the organizational privacy practices.
a Inventory of Establishes, maintains, and updates [Assignment: organization-defined frequency] an
Security Personally SE4 a inventory that contains a listing of all programs and information systems identified as
|dentifiable " | collecting, using, maintaining, or sharing personally identifiable information (PII); and
Information
8 Inventory of Provides each update of the Pll inventory fo the CIQ or information security official
Seouity Personally SE4b [Assignment: organization-defined frequency] to support the establishment of
|dentifiable " | information security requirements for all new or modified information systems
Information containing PII.
& . Privacy Incident Develops and implements a Privacy Incident Response Plan; and
FeORY Re:ponse SE2a. i
50 Security Privacy Incident SE2b Provides an organized and effective response fo privacy incidents in accordance with
Response " | the organizabonal Privacy Incident Response Plan.
5 Provides effective notice to the public and to indviduals regarding: (1) its activities that
impact privacy, including its collection, use, sharing, safequarding, maintenance, and
: - disposal of ally identifiable information (PIl); (i) authority for collecting PII; (i)
TN | SISO, | LK thepgt?cmm, ir}riiuﬂduals may have regarding how mﬁmm o F'Il(and
the consequences of exercising or not exercising those choices; and (iv) the ability to
access and have Pl amended or comected if necessary;
2 Describes: (i) the Pl the organization collects and the purpose(s) for which it collects
that information; (i) how the organization uses PHl intemally; (i) whether the
: ‘ organization shares Pl with extemal entities, the calegones of those entiies, and the
Tansparency | Privacy Notice | TRA. | e for such sharing; () whether ndviduals have te abifty o consent o
specific uses or sharing of Pl and how to exercise any such consent (v) how
individuals may obtain access o PIl: and (vi) how the Pl will be protected: and
5 Revises its public notices to reflect changes in practice or policy that affect Pll or
Transparency | Privacy Notice | TR-1c. | changes in its activities that impact privacy, before or as soon as practicable after the

change.

Chris Brannigan, CIPP/US, CIPP/G Privacy Officer US Office of Personnel Management (OPM) christopher.brannigan@opm.gov chrisbrannigan@hotmail.com




NIST Appendix J - Quick-Start Gap Analysis of A Privacy Policy & Appendix J Controls

[Policy includes ] Policy Citation | I Partial;
# | S| Conoltame | o0 DESCRIPTION - “The organization... e ey S
mily Name Number citation)? | for fullnclusion:
M Li System of Publishes System of Records Notices (SORNs) in the Federal Register, subject to
gcords Notices & uired oversight processes, for systems containing personally identifiable
Transparency | privacy Act | 12 & ool {Pﬁ; f ” gpersly
Statements
55 SORNs & Privacy Keeps SORNs current; and
TRRSPAIEnc) | s o Statements | |2 >
5 System of Includes Privacy Act Statements on its forms that collect PII, or on separate forms
Transganey gcords Notices § TR2e that can be refained by individuals, to provide additional formal notice to individuals
Privacy Act " | from whom the information is being collected.
- Statements
§ Dissemination of Ensures that the public has access to information about its privacy activities and is
Transparency | Privacy Program | TR-3 a. | able to communicate with its Senior Agency official for Privacy (SAOP)/Chief Privacy
Information officer (GPO); and
5 Dissemination of Ensures that its privacy practices are publicly available through organizational
Transparency | Privacy Program | TR-3 b. | websites or otherwise.
Information
5 — Uses parsonally identfiable information (PIl) internally only for the authonzed
U Liicton| Il Use | UL | o P0 e inhe Prvocy A anornpul e
60 Information Shares personally identifiable information (PII) exterally, only for the authorized
Use Limitation | Sharing With | UL-2 a. | purposes identified in the Privacy Act and/or described in its notice(s) or for a purpose
Third Parties that is compatible with those purposes:
61 e Where appropriate, enters into Memoranda of Understanding, Memoranda of
UseLimiaton|  Sharing With | UL-2 A_greemmt, Lgttem of intept. Gumputer Maiching Agreements, or si_milar agreements,
Third Parties " | with third parties that specifically describe the Pl covered and specifically enumerate
the purposes for which the Pll may be used:
62 Information Monitors, audits, and trains its staff on the authorized sharing of Pl with third parties
Use Limitation | Sharing With | UL-2 ¢. | and on the consequences of unauthorized use or sharing of PII; and
Third Parties
83 Information Evaluates any proposed new instances of sharing Pl with third parties to assess
Use Limitation | Sharing With | UL-2 d. | whether the sharing is authorized and whether additional or new public notice is
Third Parties required.

Chris Brannigan, CIPP{US, CIPP/G Privacy Officer US Office of Personnel Management (OPM) christopher.brannigan@opm.gov chrisbrannigan@hotmail.com




To Adapt the Gap Analysis Template
to a survey of Metrics and Roles & Responsibilities.....

Replace the provided Gap Analysis Headings

Policy Policy Citation If Partial,
Includes? ifY? what is needed for
YIN inclusion?

With Appropriate Categories as applicable...

Policy Gap Metric

Policy Existing Respon3|ble
Citation? | Metric? Party?




NIST Appendix J - Quick-Start Gap Analysis of A Privacy Policy & Appendix J Controls

Control Control - Policy | Existing A Responsible

2 Family Name Control Name Sbir DESCRIPTION - “The organization...

1 e = Delermines and documens the legal authority that pemnits te collecton use, | | |
Ame& Au::h;ﬁm AP-1 | maintenance, and sharing of personally identifiable information (PII), either generally

or in support of a specific program or information sysiem need.

2 | Authority & Purpose AP2 Describes the purpose(s) for which personally idenfifiable information (PIl) is

Purpose | Specification collected, used, maintained, and shared in its privacy notices.
3 Appoints a Senior Agency official for Privacy (SAOP)/Chief Privacy officer (CPO)
Accountability, 3 8 accountable for developing, implementing, and maintaining an organization-wide
Audit, & Risk Pﬁ::ern;:lcemm AR-1 a. | govemance and privacy program fo ensure compliance with all applicable laws and
Management e regulations regarding the collection, use, maintenance, sharing, and disposal of
personally identifiable information (PIl) by programs and information systems;

4 |Accountability, o o000 g Monitors federal privacy laws and policy for changes that affect the privacy program;
ﬁ:::';ﬂi: Privacy Program ARAD.

5 |Accountability, o0 ormanes 8 Allocates [Assignment: organization-defined allocation of budget and staffing)

::dn:' ;ﬁ;ﬂ Privacy Program AR-1 c. | sufficient resources to implement and operate the organization-wide privacy program;

§ Am.untabillity. By Develops a sirategic organizational privacy plan for implementing applicable privacy
;:dn:' ;Im Privacy Program AR-1d. | controls, policies, and procedures;

T |Accountability, Govamance d Develops, disseminates, and implements operational privacy policies and procedures
Audit, & Risk Prhic Prosic AR-1 e. | that govem the appropriate pvacy and security controls for programs, information
Management ey Frog systems, or technologies involving PIl: and

8 |Accountability,| o, .rnanes & Updates prvacy plan, policies, and procedures [Assignment: organization-defined
:1::: ;'E;: Privacy Program AR-11. | frequency, at least biennially].

9 [Accountability, T Documents and implemens a privacy nsk management process that assesses
Audit, & Risk Risk A:s esimnt AR-2 a. | pnvacy risk to individuals resulting from the collection, sharing, storing, transmitting,
Management use, and disposal of personally identifiable information (PIl): and

10 |Aecountability, pe o 1m0t & Conducts Privacy Impact Assessments (PIAs) for information systems, programs, or
Aucit, 8 Ris | oo AL Him -+ AR-2. | ther acvitesthat pose  prvacy sk n accordance with apicabie law, OV polcy,
Management or any existing organizational policies and procedures.

1 Accourbabil Privacy Establishes privacy roles, responsibilities, and access requirements for contractors

countadiity, 2o ouirements For and senvice providers; and
Audit, & Risk T AR-3a.
e Service Providers

Chris Brannigan, CIPP/US, CIPP/G Privacy Officer US Office of Personnel Management (OPM) christopher.brannigan@opm.gov chrisbrannigan@hotmail.com




Policy Existing | Responsible
Citation? | Metric? Party?

Yes - Citation; | Yes- Citation: Yes - Citation:
(agency Privacy | (PIAsin FISMA | (Privacy Policy 1.2.b
SAOP Report assigns to CPO

Yes - Citation: Yes - Citation:
(IT Security (Privacy Policy 1.5.d
Policy 5.2.2.c) to System Owner)




QUICK START GUIDE

NIST Appendix J - Quick-Start Gap Analysis of Your Privacy Policy & Appendix J Controls
GAP ANALYSIS
AGENCY PRIVACY POLICY

NIST SP 800-53 Rev 4
Appendix J

Thank you!

and

Good Luck with your Gap Analysis!

Christopher J. Brannigan, CIPP/US, CIPP/G
Privacy Officer, IT Security & Privacy
Office of the Chief Information Officer
US Office of Personnel Management

Chris Brannigan, CIPP/US, CIPP/G Privacy Officer US Office of Personnel Management (OPM)| christopher.brannigan@opm.gov chrisbrannigan@hotmail.com




Claire Barrett
Chief Privacy Officer
U.S. Department of Transportation



Jonathan Cantor
Deputy Chief Privacy Officer
U.S. Department of Homeland Security



NIST 800-53 Rev. 4 Privacy Controls

Jonathan Cantor

Deputy Chief Privacy Officer
DHS Privacy Office

June 9, 2015




Appendix J Basics

ALL YOU EVER WANTED
TO KNOW AND THEN
SOME!

26



Key Appendix J Outcomes

Structured set of privacy controls that
are based on Fair Information Practice
Principles (FIPPs)

Tool to support managing organization
privacy risk and compliance

Privacy built into entire lifecycle of
personally identifiable information (PII)
(paper or electronic)

Closer cooperation between privacy
and security officials

Comprehensive source of privacy
requirements

NIST Special Publication 800-53 (Rev 4), Security and Privacy Controls
for Federal Information Systems and Organizations
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Familiar Territory

APPENDIX J

Fair Information
Privacy Principles
(FIPPS)

Authority and Purpose
Accountability, Audit, and Risk

W EREECE

Data Quality and Integrity

Data Minimization and Retention
Individual Participation and Redress
Security

Transparency

Use Limitation

Legal Environment

¢ Privacy Act

¢ E-Government Act

¢ OMB Directives & Guidance
*FISMA

¢ Agency-specific/statutes

Best Practices

¢ National Institute of Standards
and Technology (NIST)

e Federal CIO Council

*Government Accountability
Office (GAO)

e Federal Agencies

* Best Practices: Elements of a
Federal Privacy Program

*FEA-SPP

FIPPs and Controls may be unfamiliar territory to security staff, but
should be familiar to privacy staff

N



W

~

DHS Privacy Impact Assessment —
Based on FIPPs

Authorities and Other
Requirements
Characterization of the
Information

Uses of the Information
Notice

Data Retention by the
project

Information Sharing
Redress

Auditing and Accountability

Privacy Impact Assessment
for the

Performance and Learning Management System
(PALMYS)

DHS/ALL/PIA-049

January 23, 2015
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Privacy Controls Based on FIPPs

Privacy Controls

s e FIPPs = Privacy Controls

AP-2 Purpose Specification
AR Accountability, Audit, & Risk Management
AR-1 Governance and Privacy Program
AR-2 Privacy Impact and Risk Assessment °
AR-3 Privacy Requirements for Contractors and Service Providers P r I va Cy CO nt ro I S — F I P P S
AR-4 Privacy Monitoring and Auditing
AR-5 Privacy Awareness and Training
AR-6 Privacy Reporting
AR-7 Privacy-Enhanced System Design and Development
AR-8 Accounting of Disclosures
DI Data Quality & Integrity
DI-1 Data Quality
DI-2 Data Integrity and Data Integrity Review Board
DM Data Minimization
DM-1 Minimization of Personally Identifiable Information
DM-2 Data Retention and Disposal
DM-3 Minimization of PIl Used in Testing, Training, and Research
P Individual Participation and Redress
IP-1 Consent
1P-2 Individual Access
IP-3 Redress
P-4 Complaint Management
SE Security
SE-1 Inventory of Personally Identifiable Information
SE-2 Privacy Incident Response
TR Transparency
TR-1 Privacy Notice
TR-2 System of Records Notice and Privacy Act Statements
TR-3 Dissemination of Privacy Program Information
UL Use Limitation
uL-1 Internal Use
UL-2 Information Sharing with Third Parties
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Why Do We Need Privacy Controls?

The government is reading your tweets

By Dean Qbeidallah, Special to CNN

body Patriot Act
scanner s @ EPIC v. DHS

p social
network
privacy

I'_L.|Open

i 8 2012¢

T & iiprivacy-<-

-
o]
0
What They Know
« U=
a.£ " surveillance wm

b ]

on
DISYIAO
aynaas.:aqd'

OI'I'TID,TI

" event? Catch our live blog

-

CNET * News » Technically Incorrect » Court to TSA: Hey, what about your nude ..

Court to TSA: Hey, what
about your nude scanners?

A federal court wonders why the TSA hasn't held public hearings or issued rules
about its nude scanners, even though it was ordered to a year ago.

ELECTRONIC FRONTIER FOUNDATION

DEFENDING YOUR RIGHTS IN THE DIGITAL WORLD

f————
o PR o T | v | wroms e | s

DECEMBER 21, 2011 | BY MARK M. JAYCOX CcESESB=

New Agreement Between the United States and
Europe Will Compromise the Privacy Rights of
International Travelers
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Articulates the requirement

Understanding Controls

Supplemental Provides context and
Guidance further instructions

Organization-determined
Assignment parameter for
implementing control

Sources for requirement

References "

Control Best practice to be
implemented at the

Enhancement organization's discretion

DRAFT

Resources
Frequency
Technique/Method

Automation or other
MEERS

32



Types of Controls

<))

Common Controls System Controls Hybrid Controls
Single implementation leveraged Implementation is unique to the Implementation is split
and used uniformly across the specific system between two or more
organization * May leverage a standard elements of an organization
e AR-1 Governance and Privacy approach * AR-5 Privacy Awareness and
Program e AP-1 Authority to Collect Training

Capturing the implementation approach in the Privacy Plan promotes
uniform understanding and execution and increases compliance.
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Implementation Planning by SAOP

Establish Organization Approach

¢ Determine “common” controls

¢ Set assighment parameters where
applicable

Determine system/program controls

Document and Approve Plan

Disseminate and Educate

Implement “common” controls

System/Program Implementation

Select and implement privacy
controls based on organization’s
privacy requirements and the need
to protect PII

e PTA
May coordinate privacy control
selection and implementation with
mission/business owners, CISO, CIO
Implement the optional control
enhancements when there is a
demonstrated need for additional
protection
Document outcomes

e PIA

* SORN

Assess Compliance

* Develop Assessment Plan
¢ 800-53A (under
development)
¢ Conduct Assessment
¢ Are controls
implemented?
¢ Do the controls reduce
risk as intended?
* Remediate

34



Privacy Compliance Analysis Process

Appendix J Privacy
Controls are
reviewed LAST.

Privacy
‘SORN Controls
(App.J)
¢ Information
retrieved by
PIA unique
¢ Information identifier?
collected
o about
PTA members of

e Isit privacy  the public?
sensitive?
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When does Appendix J apply to me?

e Now ©

* New systems:

— Privacy Controls included as of April
1,2014

* Legacy systems are moving or
already have moved into
compliance with NIST SP 800-
53 Rev. 4.
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Implementation of Privacy Controls

Update security policies to reflect new
Appendix J controls and SAOP
authority

Determine which controls are
Common, System/Program, and
Hybrid

Incorporate privacy controls into the
security risk management framework

Fit privacy controls into the
Compliance process

Include the Privacy Controls in the
FISMA compliance tool

37



2014
New SAOP
Authority In
Security
Authorization
Process

\AppendixJ |

Assessments of privacy controls can be conducted
either by the Senior Agency Official for Privacy (SAOP)
or Chief Privacy Officer (CPO) alone or jointly with
...the information security office. (pg. J-4)

i

SAOPs are responsible for the implementation of
Appendix J.

SAOPs may consult with CISOs, but the authority for
the selection/ assessment of privacy controls rests
with SAOP.

SAOP makes determination which controls may be
considered “common controls.”

SAOP approval required as a precondition for the
issuance of an authority to operate.




Risk Management Framework (RMF)

—

toenmes

Continuously track changes to the
information system that may affect
security controls and reassess control
effectiveness.

toamesi

Determine risk to organizational
operations and assets, individuals, other
organizations, and the Nation;
if acceptable, authorize operation.

—

Starting Point

Define criticality/sensitivity of
information system according to
potential worst-case, adverse impact
to mission/business.

Security Life Cycle

Determine security control effectiveness

(i.e., controls implemented correctly,
operating as intended, meeting security
requirements for information system).

—

SR b

Select baseline security controls; apply
tailoring guidance and supplement
controls as needed based on risk
assessment.

e |

Implement security controls within
enterprise architecture using sound
systems engineering practices; apply
security configuration settings.

-
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Using the RMF to assess Privacy Controls

_—_—1

: Categorize:
Setesorize '\ e 1SSOs complete PTA

u._______.. e PTAs submitted to Privacy
Office for review

e Privacy Office makes
l determination whether

system/program is privacy
Assess

40



Using the RMF to assess Privacy Controls

Select:
- ?*_ - e Applicability of privacy
| controls
| * If NOT privacy sensitive:
e Common Controls apply
( e |f privacy sensitive:
e ALL controls (common
and system/program)
S - apply)

Assess

41



Using the RMF to assess Privacy Controls

Implement:
Example:

[ J
7 ™~

_—_—,

! l
B Implement I
|

Assess

DI-1 data quality control — The
organization confirms to the
greatest extent practicable upon
collection or creation of
personally identifiable
information (PIl), the accuracy,
relevance, timeliness, and
completeness of that
information.

Implementation requirement —
PIA section 2.4
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Using the RMF to assess Privacy Controls

Assess:
- e Has the system/program completed
Categorize the Implementation Language
7 ~ p guag

e Privacy analysts will assess each
control based on the privacy
compliance documentation already

submitted
A complete PIA and SORN will
satisfy almost all of the
system/program controls
—

\I L
] Assess I
|

L____
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Tricky controls

Most controls are met by a
complete PIA/SORN

However, three are not captured in
most PlAs:

— AR-3: Contracts

— AR-5: Certification of Training

— AR-8: Accounting of Disclosures
Reach out to Privacy Officer for
answers to these controls if not
identifiable from compliance
documents

44



Using the RMF to assess Privacy Controls

7 ™~

\\I ’ L
I Assess I

07

Authorize:

e System must have affirmative
SAOP assessment of privacy
controls before asking for
Authorization to Operation
(ATO)
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Adjudicating Controls

 Who adjudicates the privacy controls for
your systems? Your Privacy Office!

e PIA and/or SORN required?
— PIA and/or SORN completed?
— All controls should pass.

— PIA and/or SORN NOT completed?
— All controls should FAIL.
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POA&&Ms and Waivers

 What if your system needs an ATO but hasn’t met
the Appendix J requirements?

e Plan ahead

e Cannot waive legal requirements

— PIA and SORN are both legally required by Privacy Act and E-
Government Act

47



Bottom Line for ISSOs

Privacy Office has the sole authority
for assessing and adjudicating
privacy controls.

Privacy Office selects, implements,
and assesses ALL privacy controls.

— Privacy Plans document analyst
selections/notes

No ATO unless privacy controls are
complete.
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New challenges...

POA&Ms and Waivers
Metrics

Appendix J controls apply
beyond FISMA reportable
systems

Ongoing authorization
Shared services
New technologies (Agile, etc.)

49



Privacy and Security Success Story

* Improved coordination and
communication between
CISO and SAQOP

* Privacy embedded in Risk
Management Process

50



Jonathan Cantor
jonathan.cantor@hgq.dhs.gov
Privacy Office: 202-343-1717



mailto:Debra.Danisek@hq.dhs.gov

Guest Panelists Q&A

Chris Brannigan

Privacy Officer Jonathan Cantor

IT Security & Privacy . . .
Office of the Chief Information Officer Deputy Chief Privacy Officer .
U.S. Department of Homeland Security

U.S. Office of Personnel Management

PRIVACY AND RECORDS MANAGEMENT

Claire Barrett

Chief Privacy Officer
U.S. Department of Transportation



Thanks for Attending!

e Thank you for attending the 2015 VA Privacy Service “Privacy Matters”
Symposium.

— We value your feedback, opinions and comments!

— After this session, you will receive a short questionnaire via email. Please
take a moment to complete upon receipt.

* To self-certify Lync Meeting attendance in the Talent Management System
(TMS), search:

— Item Title: VA Privacy Symposium 2015: Session | - Understanding NIST 800-
53 Rev 4, Appendix J Privacy Control Cat

— TMS ID: VA 3941837

 Visit the new VA Privacy Service website at http://www.oprm.va.gov to learn
more about Privacy within VA.



http://www.oprm.va.gov
http://www.oprm.va.gov
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